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Overview: 
 

The project involved automating Microsoft Office applications with the Office Add-ins platform. 
The client is a reputed organization that deals with data security. After analyzing the client’s 
need, Mindfire offered to develop a solution with VSTO Add - INS. This project helped the client 
build solutions that extend Office applications and interact with content in Office documents, 
Outlook mail, messages, and calendar items.  

 

Client details: 

  
Name: Confidential | Industry: Software | Location: USA 
 

 
Technologies:   
 
VSTO-ADD INS, .Net Framework, Forms, Visual Studio, .Net Web API 

 

Project Description: 
 
This application helped the client build secure data solutions. Mindfire worked on the project to 
create a Microsoft Office plugin for MS Word, MS Excel, MS PowerPoint, and Outlook. It 
allowed the client’s customers/Microsoft office users to provide security to their data by 
customizing the application’s user interface (UI).  Some salient features of the application: 

 

 When the MS application launches, add-in load and disable/block all the listed features 
from the applications. 

 The user can disable Share, auto save, share with Teams, Publish, and Export to protect 
its organization’s documents. 
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 In Hybrid Block Feature, the “save as” tab is disabled only for files of interest to anchor, 
and a custom tab “Anchor save as” is created. It helps to perform save-as operations for 
the respective files. This custom tab allows protected files to be saved only in the 
protected directory. 

 The disable feature works only if the document is of interest to anchor. The anchor has 
to categorize documents for them to be protected. Features are configurable only if the 
file is of interest to be protected. Add-In fetches the registry key-value pairs in order to 
enable/disable all the respective features for protected files. Registry values with '1' 
enable the features and '0' disable the features for a secured file. 
 

 Outlook AddIn helps to preview a confidential attachment from Outlook inbox, drafts, 
send folders, and new mail. It helps to modify the “body” of a new mail when a user 
tries to attach a protected attachment. 
 

 The team included Third Party Sharing feature (3PS) in outlook. It allows users to upload 
their files to the cloud and later view them through links provided in the mail. 
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Architecture:  VSTO Add-ins 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Load Assembly

Application Manifest

Deployment Manifest

Registry

Events and 
callback 
methods

Primary Interop Assembly

   Microsoft Office Application 

Add in Assembly



Automation of Microsoft Office Application 
 

 
4 

 

 
Flow Diagram:  
 
 
 

 
 
 
 
Screenshots 
 

 

 

 

 

 

 

 

 

 

 

 

 

Screenshot 1: Protected Power point File                                            Screenshot 2: Protected Word File                                                                                              
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Screenshot 3: Protected Excel File                                                                 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Screenshot 5: Add a protected file as attachment in   

Outlook                      

Screenshot 6: Send a protected file as attachment 
in Outlook                      

 

Screenshot 4: Preview protected file in Outlook                                      

 


